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PROTECTION OF YOUR PERSONAL DATA

This privacy statement provides information about
the processing and the protection of your personal data.

Processing operation: For DG INTPA: [DG INTPA External action procurement and grant
award procedures, contract execution and grant implementation under direct management
and under indirect management with partner countries]

For DG NEAR: [DG NEAR External action procurement and grant award procedures,
contract execution and grant implementation under direct management, indirect
management by partner countriesl and under shared management? with Member States
(cross-border cooperation)]

For FPI: [FPI procurement and grant award procedures, contract execution and grant
implementation under direct management on contract procedures for European Union
external action]

Data Controller: For DG INTPA: [Directorate-General for International Partnerships (hereafter
‘DG INTPA”), Legal Affairs Unit (INTPA.R4)]

For DG NEAR: [Directorate-General for Neighbourhood and Enlargement Negotiations
(hereafter ‘DG NEAR?’), Contracts and Finance Unit (NEAR.R4)]

For FPI: [Service for Foreign Policy Instruments (hereafter ‘FPT’), Budget, Finance and Relations
with other Institutions Unit (FPI1.1)]

Record reference: For DG INTPA [DPR-EC-01566] For DG NEAR [DPR-EC- 01706] For FPI
[DPR-EC-04370]

! Reference to partner countries is deem also to encompass IPA beneficiaries listed in: Annex | and Il of
Council Regulation (EC) No 1085/2006 of 17 July 2006 establishing an Instrument for Pre-Accession
Assistance (IPA) OJ L 210, 31.7.2006, p. 82; Annex | of Regulation (EU) No 231/2014 of the European
Parliament and of the Council of 11 March 2014 establishing an Instrument for Pre-accession Assistance
(IPAII) (OJ L 77, 15.3.2014, p. 11), Annex | of Regulation (EU) 2021/1529 of the European Parliament
and of the Council of 15 September 2021 establishing the Instrument for Pre-Accession assistance (IPA I11)
(OJ L 330, 20.9.2021) and the beneficiaries of the forthcoming instruments for pre-accession assistance.

2 As from 2021, shared management is no longer used in the area of Neighbourhood and Enlargement
policies managed by DG NEAR. In the Enlargement region, CBC programmes between IPA countries and
member States are managed by DG REGIO.
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1. Introduction

The European Commission (hereafter ‘the Commission’) is committed to protect your personal
data and to respect your privacy. The Commission collects and further processes personal data
pursuant to Regulation (EU) 2018/1725 of the European Parliament and of the Council of
23 October 2018 on the protection of natural persons with regard to the processing of personal
data by the Union institutions, bodies, offices and agencies and on the free movement of such
data (repealing Regulation (EC) No 45/2001).

This privacy statement explains the reason for the processing of your personal data, the way we
collect, handle and ensure protection of all personal data provided, how that information is used
and what rights you have in relation to your personal data. It also specifies the contact details of
the responsible Data Controller with whom you may exercise your rights, the Data Protection
Officer and the European Data Protection Supervisor.

The information in relation to processing operation

For DG INTPA: [DG INTPA External action procurement and grant award procedures, contract
execution and grant implementation under direct management and under indirect management
with partner countries undertaken by Directorate-General for International Partnerships, Legal
Affairs Unit (INTPA.R4)]

For DG NEAR: [DG NEAR External action procurement and grant award procedures, contract
execution and grant implementation under direct management, indirect management by partner
countries and under shared management with Member States (cross-border cooperation)
undertaken by Directorate-General for Neighbourhood and Enlargement Negotiations Contracts
and Finance Unit (NEAR.R4)]

For FPI: [FPI procurement and grant award procedures, contract execution and grant
implementation under direct management on contract procedures for European Union external
action undertaken by the Service for Foreign Policy Instruments, Budget, Finance and Relations
with other Institutions Unit (FPI.1)]


https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2018.295.01.0039.01.ENG&toc=OJ:L:2018:295:TOC

is presented below.

2. Why and how do we process your personal data?

Purpose of the processing operation:

For DG INTPA: [The Directorate-General for International Partnerships (DG INTPA)], For DG
NEAR: [The Directorate-General for Neighbourhood and Enlargement Negotiations (DG
NEAR)]collects and uses your personal information for the purpose of the management of
procurement and grant award procedures, including participant registration, validation and
assessment, as well as contract execution and grant implementation under direct management and
under indirect management with partner countries [For DG NEAR: and under shared
management with Member States for the implementation of EU financed external actions].

For FPI: [FPI collects and uses your personal information for the purpose of the management of
procurement and grant award procedures, including participant registration, validation and
assessment, as well as contract execution and grant implementation under direct management.]

Processing operations for registration and validation of participants purposes include processing
operations for the purpose of verification that the organisation (natural and legal person) exists as
a legal entity and that its legal data is correct, and also for the purpose of verification of certain
special legal statuses that are used in EU funding programmes, as well as for the assessment of
the financial capacity and ownership / control structure of participants.

Processing by Headquarters (HQ), as well as processing by EU Delegations (EUDEL) for the
actions falling under INTPA’s/NEAR’s and FPI’s scope of competence, are both covered.

Processing of personal data takes place using both automated means, in particular the
Commission’s electronic systems for the management of procurement/grant award
procedures/contract execution/grant implementation (e.g. Funding & Tender opportunities portal,
Participant Register, PADOR, PROSPECT, CRIS, OPSYS, ABAC, ARES) and manual means,
such as paper files.

Your personal data will not be used for an automated decision-making including profiling.

3. On what legal ground(s) do we process your personal data

The data processing is considered lawful because it is necessary for the performance of tasks
carried out in the public interest and in the exercise of official authority vested in the Union
institution on the basis of:

- Treaty on the Functioning of the European Union (consolidated version, OJ C202/1, 7.6.2016,
p.47). In particular Articles 208 - 213;

- Regulation (EU, Euratom) 2018/1046 of the European Parliament and of the Council of 18 July
2018 on the financial rules applicable to the general budget of the Union, amending Regulations
(EU) No 1296/2013, (EU) No 1301/2013, (EU) No 1303/2013, (EU) No 1304/2013, (EU) No
1309/2013, (EU) No 1316/2013, (EU) No 223/2014, (EU) No 283/2014, and Decision No
541/2014/EU and repealing Regulation (EU, Euratom) No 966/2012 (OJ L 193, 30.7.2018, p.1) —
hereafter the ‘EU Financial Regulation’. In particular, Title | (Subject matter, definitions and
general principle), Title IV (Budget implementation), Title V (Common Rules), Title VII
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(Procurement and Concessions), Title VIII (Grants), Title XIl (Other Budget Implementation
Instruments)?;

- Regulation (EU) 2021/947 of the European Parliament and of the Council of 9 June 2021
establishing the Neighbourhood, Development and International Cooperation Instrument —
Global Europe, amending and repealing Decision No 466/2014/EU and repealing Regulation
(EU) 2017/1601 and Council Regulation (EC, Euratom) No 480/2009 (OJ L 209, 14.6.2021, p.1);

- Regulation (EU) No 236/2014 of the European Parliament and of the Council of 11 March 2014
laying down common rules and procedures for the implementation of the Union's instruments for
financing external action (CIR) (OJ L 342, 29.12.2015, p. 7).

DG INTPA

[- Regulation (EU) No 233/2014 of the European Parliament and of the Council of 11 March
2014 establishing a financing instrument for development cooperation for the period 2014-2020
(OJ L 77,15.3.2014, p. 44);

- Regulation (EU) No 235/2014 of the European Parliament and of the Council of 11 March 2014
establishing a financing instrument for democracy and human rights worldwide (OJ L 77,
15.3.2014, p. 85);

- Regulation (EU) No 230/2014 of the European Parliament and of the Council of 11 March 2014
establishing an instrument contributing to stability and peace (OJ L 77, 15.3.2014, p. 1);

- Council Regulation (Euratom) No 237/2014 of 13 December 2013 establishing an instrument
for nuclear safety cooperation (OJ L 77, 15.3.2014, p. 109);

- Council Regulation (Euratom) 2021/948 of 27 May 2021 establishing a European Instrument
for International Nuclear Safety Cooperation complementing the Neighbourhood, Development
and International Cooperation Instrument — Global Europe on the basis of the Treaty establishing
the European Atomic Energy Community, and repealing Regulation (Euratom) No 237/2014 (OJ
L 209, 14.6.2021, p.79);

- Council Decision 2014/137/EU of 14 March 2014 on relations between the European Union on
the one hand, and Greenland and the Kingdom of Denmark on the other (OJ L 76, 15.3.2014, p.
1);

- Council Decision (EU) 2021/1764 of 5 October 2021 on the association of the Overseas
Countries and Territories with the European Union including relations between the European
Union on the one hand, and Greenland and the Kingdom of Denmark on the other (Decision on
the Overseas Association, including Greenland), OJ L 355, 7.10.2021, p. 6;

- Partnership Agreement between the members of the African, Caribbean and Pacific Group of
States, of the one part and the European Community and its Member States, of the other part,
signed in Cotonou on 23 June 2000 (OJ L 317, 15.12.2000, p. 3.), as first amended in
Luxembourg on 25 June 2005 (OJ L 287, 28.10.2005, p. 4) and as amended for the second time
in Ouagadougou on 22 June 2010 including its annex 1V (OJ L 287, 4.11.2010, p. 3);

- Council Regulation (EU) 2018/1877 of 26 November 2018 on the financial regulation
applicable to the 11th European Development Fund, and repealing Regulation (EU) 2015/323,
(OJ L 307, 3.12.2018, p. 1);

3 You can also refer to the EU Funding and Tenders - Rules for Legal Entity Validation, LEAR
Appointment and Financial Capacity Assessment, available on the Commission’s Funding and
Tenders webpage.



- Council Regulation (EU) 2015/322 of 2 March 2015 on the implementation of the 11th
European Development Fund (OJ L 58, 3.3.2015, p. 17).]

DG NEAR

[- Regulation (EU) 2021/1529 of the European Parliament and of the Council of 15 September
2021 establishing the Instrument for Pre-Accession assistance (IPA 111) (OJ L 330, 20.9.2021,

p.1);

- Regulation (EU) No 232/2014 of the European Parliament and of the Council of 11 March 2014
establishing a European Neighbourhood Instrument (OJ L 77, 15.3.2014, p. 27);

- Regulation (EU) No 231/2014 of the European Parliament and of the Council of 11 March 2014
establishing an Instrument for Pre-accession Assistance (IPA I1) (OJ L 77, 15.3.2014, p. 11);

- Commission implementing regulation (EU) No 447/2014 of 2 May 2014 on the specific rules
for implementing regulation (EU) No 231/2014 of the European Parliament and of the Council of
11 March 2014 establishing an instrument for pre-accession assistance (IPA 1I) (OJ L 132,
3.5.2014, p. 32);

- Commission Regulation (EC) No 951/2007 of 9 August 2007 laying down implementing rules
for cross-border cooperation programmes financed under Regulation (EC) No 1638/2006 of the
European Parliament and of the Council laying down general provisions establishing a European
Neighbourhood and Partnership Instrument (OJ L 210, 10.8.2007, p. 10);

- Commission Implementing Regulation (EU) No 897/2014 of 18 August 2014 laying down
specific provisions for the implementation of cross-border cooperation programmes financed
under Regulation (EU) No 232/2014 of the European Parliament and the Council establishing a
European Neighbourhood Instrument (OJ L 244, 19.8.2014, p. 12).]

FPI

[- Regulation (EU) No 230/2014 of the European Parliament and of the Council of 11 March
2014 establishing an instrument contributing to stability and peace (OJ L 77, 15.3.2014, p. 1);

- Regulation (EU) No 234/2014 of the European Parliament and of the Council of 11 March 2014
establishing a Partnership Instrument for cooperation with third countries (OJ L 77, 15.3.2014, p.
7);

- Council Decision (CFSP) 2021/509 of 22 March 2021 establishing a European Peace Facility,
and repealing Decision (CFSP) 2015/528 (OJ L 102, 14.3.2021, p.14)*;

- Regulation (EU) No 235/2014 of the European Parliament and of the Council of 11 March 2014
establishing a financing instrument for democracy and human rights worldwide (OJ L 77,
15.3.2014, p. 85);

- All the Council Decisions authorising the implementation of Non-Proliferation and
Disarmament Projects and designating the direct beneficiaries of the grants awarded to those
projects;]

- Regulation (EU, EURATOM) No 883/2013 of the European Parliament and of the Council of
11 September 2013 concerning investigations conducted by the European Anti-Fraud Office
(OLAF) and repealing Regulation(EC) No 1073/1999 of the European Parliament and of the
Council and Council Regulation (Euratom) No 1074/1999 (OJ L 248, 18.9.2013, p. 1).

4 As supplemented by the ‘EPF Implementing Rules’ published on the Public Register of the Council of
the European Union.
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- The relevant Commission financing decision and work programme, which identifies the
implementation modality and contains the concrete budgetary commitment, and form part of the
legal basis for a processing operation, where applicable, in line with the EU Financial Regulation
and the corresponding funding instrument.

The data processing is also necessary:

- To ensure compliance of the Data Controller with the legal obligations stated in the
abovementioned legal acts, and with the financing agreements concluded between the EU, on the
one hand, and the partner country, on the other hand, on the implementation of the EU’s external
action for the benefit of the partner country and within its sovereign territory.

- For the performance of a contract to which the data subject is party or in order to take steps at
the request of the data subject prior to entering into a contract.

The grounds for processing described above correspond to points (a), (b) and (c) of Article 5 of
Regulation (EU) 2018/1725.

In very limited and specific cases, we might process special categories of personal data indicated
in Heading 4, namely data related to the health of the data subjects. The processing is necessary
for the purposes of carrying out the obligations and exercising specific rights of the controller or
of the data subject in the field of employment and social security and social protection law
insofar as it is authorised by Union law providing for appropriate safeguards for the fundamental
rights and the interests of the data subject, in accordance with Article 10(2)(b) of Regulation
(EU) 2018/1725. If so, the processing will be limited to the submission by the contractor of a
certificate that the contractor itself, its staff, its subcontractors and/or any person for which the
contractor is answerable, are fit to implement their obligations under the contract, with no further
details on the health of the data subject. This way the contracting authority ensures the health,
safety and welfare of the data subjects and ensures the protection of EU funds by confirming that
the contractors can implement their obligations. On the other hand, the contractors comply with
their obligation of proper implementation of the contract.

In certain circumstances, it is necessary to reconcile the rights of data subjects pursuant to
Regulation (EU) 2018/1725 of the European Parliament and of the Council with the needs of
investigations and confidentiality of exchanges of information with the competent public
authorities, as well as with full respect for fundamental rights and freedoms of other data
subjects. To that effect, Article 25 of that Regulation provides with the possibility to restrict the
application of Articles 14 to 22, 35 and 36, as well as Article 4 thereof, insofar as its provisions
correspond to the rights and obligations provided for in Articles 14 to 22.

Commission Decision (EU) 2018/1962 of 11 December 2018 laying down internal rules
concerning the processing of personal data by the European Anti-Fraud Office (OLAF) in
relation to the provision of information to data subjects and the restriction of certain of their
rights in accordance with Article 25 of Regulation (EU) 2018/1725 of the European Parliament
and of the Council C/2018/8654 (OJ L 315, 12.12.2018, p. 41) encompasses the processing of
personal data contained in information which the Commission’s services are required to transmit
to OLAF. Where Commission services processes personal data in instances referred to in Article
1(3) of the Commission Decision (EU) 2018/1962, they may, where necessary, apply restrictions
in accordance with this decision. To that end, they shall consult OLAF, unless it is clear to the
Commission service or executive agency concerned that the application of a restriction is
justified under this decision.

4, Which personal data do we collect and further process?

In order to carry out this processing operation, For DG INTPA [Directorate-General for
International Partnerships] For DG NEAR[Directorate-General for Neighbourhood and
Enlargement Negotiations] For FPI [FPI]collects the following categories of personal data:



A. Personal data of members of the Commission staff® in both HQ and EUDEL and/or any intra
muros service provider of involved in procurement/grant award procedures and/or contract
implementation, which may include in particular:

* Name;

* Function;

« Title;

 Contact details (e-mail address, business telephone number, mobile telephone number, fax
number, postal address, department and office number, country of residence);

* Signature;

* Opinions;

* Declarations on honour that the person is not in situation of conflict of interest, that they will
execute their responsibilities impartially, objectively and bound by confidentiality.

B. Personal data of partner country representatives concluding financing agreements with the
Commission, acting as contact points and/or participating as members and/or observers in
evaluation committees. For DG NEAR please add [personal data of structures and authorities
needed for the management, control, supervision, monitoring, evaluation, reporting and internal
audit for IPA.]

* Name;

* Function;

« Title;

 Contact details (e-mail address, business telephone number, mobile telephone number, fax
number, postal address, department and office number, country of residence);

* Signature;

* Opinions;

* Declarations on honour that the person is not in situation of conflict of interest, that they will
execute their responsibilities impartially, objectively and bound by confidentiality.

C. Personal data of tenderers, grant applicants, their staff, subcontractors, proposed experts,
which may include in particular:

* Name;

* Function;

* Title;

 Contact details (e-mail address, business telephone number, mobile telephone number, fax
number, postal address, company and department, country of residence, internet address);

* Certificates for social security contributions and taxes paid, extract from judicial records;

* Bank account reference (IBAN and BIC codes), VAT number, passport number, ID number.
These personal data might be further processed for the purpose of registration of the legal entity
and bank account records in the central European Commission accounting system (ABAC) and
enabling financial transaction. The processing of personal data to ABAC is covered by DPR-EC-
00301;

« Information for the evaluation of selection criteria: expertise, technical skills and languages,
educational background, professional experience including details on current and past
employment;

* Declaration that they are not in one of the exclusion situations referred to in Articles 136 — 141
of the EU Financial Regulation;

* Declaration of availability of experts.

Since the information is often provided on CV, the tenderers, staff or subcontractors may supply
additional information, such as gender, age, nationality;

* Personal data in relation to the exclusion situation(s) referred to in Articles 136 — 141 of the EU
Financial Regulation, including those provided in the ‘declaration on honour for exclusion and
selection’, those available in the EDES (Early Detection and Exclusion System) database, as well

> Staff encompasses all staff categories: officials, contractual agents, local staff,
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as in judgments/decisions declaring a person to be in one of the exclusion situations set out in
Acrticle 136 of the EU Financial Regulation.

EDES is the system established by the Commission in 2016 to reinforce the protection of the
Union's financial interests against unreliable natural or legal person, including a public entity, or
a group of such persons, who offers to supply products, execute works or provide services or
supply immovable property in order to ensure sound financial management and help achieving
transparency. The processing of personal data related to EDES is covered by DPR-EC-04410.

D. Personal data of reference persons mentioned in the CVs of key experts, which may include in
particular:

* Name;
« Contact details.

E. Personal data processed in the context of project implementation — financial execution of
services, supplies, works and grant contracts, which may include in particular:

* Name;

* Function;

* Title;

 Contact details (e-mail address, business telephone number, mobile telephone number, fax
number, postal address, company and department, country of residence, internet address);

« Signature;

* Opinions;

* Certificate that the contractor itself, its staff, its subcontractors and/or any person for which the
contractor is answerable, are fit to implement their obligations under the contract. In the very
limited cases where this certificate is requested/submitted it takes the form of a confirmation that
the data subjects are capable of implementing the tasks entrusted under the contract without
revealing any specific information on their health status; and

« any other type of data that may by collected by or transmitted to the Commission by any means
for the purposes of contract implementation.

F. Personal data of tenderers, grant applicants, contractors, subcontractors found by the partner
entity and/or the Commission to appear on the lists of persons, groups, entities subject to the EU
restrictive measures maintained by the Directorate General for Financial Stability, Financial
Services and Capital Markets Union (DG FISMA), which may include in particular:

* Name;

* Gender;

* Date and place of birth;

* Function;

* Title.

The Commission processes above-listed personal data for the purpose of averting any risk of
misuse of fund by the beneficiaries of EU funds. The obligation to not extend EU funds to
entities subject to restrictive measures is transposed to persons or entities entrusted with indirect
management by virtue of Article 62(1)(c) of the EU Financial Regulation.

Processing of personal data in connection with Regulations on restrictive measures (Regulations
requiring the freezing of funds and economic resources (asset freezing) of listed natural and legal
persons, entities, bodies and groups) by the Commission is covered by DPR-EC-00907.

G. Personal data of natural persons in various capacities (such as self-registrants, Legal
Representatives (LR), Legal Entity Appointed Representatives (LEAR), account administrators
or participants in personal capacity) entered via Funding and Tenders Opportunities Portal,
notably Participant Register, which may include in particular:

* Identification data: (first name, middle name, last name (including maiden name), gender, title,
all personal data contained in different types of identification documents (such as date of birth,
place of birth, nationality, personal national identification number, photo/image, signature, etc.),
Participant Identification Code (PIC) (when the Participant is a natural person);
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* Financial data of natural persons such as bank account related data (such as account number,
name and address of the holder, name and address of the bank, available funds), ownership and
tax related data (such as revenues and patrimony, number/value of shares or voting right held by
natural persons or group of natural persons, social security contributions, VAT and other taxes
paid);

* Third party personal data: the supporting documents submitted by the Participant may contain
personal data of third persons not necessary for purposes of processing.

H. Authentication and access data to website of the Commission, including to the Participant
Register of the Funding and Tenders Opportunities Portal, which may include in particular:

* EU Login credentials;

« IP address;

* Security data/log in files.

We have obtained your personal data from:

- The Funding and Tender Opportunities Portal (including from Participant register (europa.eu));
- Tenderers/grant applicants/contractors in the context of direct management;

- The partner country when the latter is the contracting authority under indirect management;

- The information obtained in the framework of the verifications and checks carried out for the
purposes of safeguarding the financial interests of the Union by the Commission, OLAF and the
European Court of Auditors pursuant to inter alia Article 287 of the Treaty on the Functioning of
the European Union, and Articles 129 of the EU Financial Regulation as well as by the European
Public Prosecutor’s Office pursuant to Article 103(1) of Council Regulation (EU) 2017/19309.

For DG NEAR please add

[- The structures and authorities needed for the management, control, supervision, monitoring,
evaluation, reporting and internal audit for IPA;

- The managing authorities and their bodies when the management of the action is delegated to
Member States.]

5. How long do we keep your personal data?

For DG INTPA[Directorate-General for International Partnerships]For DG NEAR[Directorate-
General for Neighbourhood and Enlargement Negotiations] For FPI [FPI] only keeps your
personal data for the time necessary to fulfil the purpose of collection or further processing. The
retention periods are aligned with the Common Commission-Level Retention List (CRL)® of the
European Commission.

Files relating to tender and/or grant procedures including personal data are to be retained in the
service in charge of the procedure until it is finalised, and in the archives for a period of 10 years
following the signature of the contract (point 7.1.2 and 7.1.4 of CRL).

However, tenders from unsuccessful tenderers have to be kept only for 5 years following the
signature of the contract into question (Annex I, T2 of CRL). Applications from unsuccessful
applicants have to be kept only for 5 years following the finalisation of the call (Annex I, T1 of
CRL).

Files relating to contracts including personal data are to be retained in the service in charge of the
procedure until the closure of the contract and in the archives for a period of 10 years following
the closure of the contract. (point 7.1.3 and 7.1.5 of CRL).

These files could be retained until the end of a possible audit if one started before the end of the
above periods.

& Common Commission-Level Retention List (CRL) of the European Commission - Annex 1 to
SEC(2019)900.
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After the periods mentioned above have elapsed, the files containing personal data are sampled to
be sent to the historical archives of the Commission for further conservation. The non-sampled
files are destroyed.

Files on indirect management between the Commission and the entity implementing funds under
Article 62 of the EU Financial Regulation (e.g. the partner country), which may cover both
technical and financial documentation of the programme or project, as well as any evaluations or
audits thereof are kept for 10 years from the closure of the programme (point 7.4 CRL).

For DG NEAR please add [Files on shared management, which may cover both technical and
financial documentation of the programme or project, as well as any evaluations or audits thereof,
are kept for 10 years from the closure of the programme (point 7.1 CRL).]

For Participant Register operations (i.e. participant registration and legal and financial
validation), personal data is kept for 10 years from the end of the year of the last financial
transaction (e.g. payment, recovery order) of the participant’s last legal commitment (e.g. grant
agreement, procurement contract agreement) or from the end of the year when the participant last
interacted with its profile in Participant Register (messages, uploading documents, etc).

In case of investigations where irregularities are suspected or have been established in relation to
an open file, it can only be closed when: (1) it has finally been established that no irregularity
took place; or (2) the irregularity has been rectified, possibly, but not necessarily, as a result of
litigation.

The extracts from the judicial records can be kept only for 2 years after the accomplishment of a
particular procedure. According to Article 75 of the EU Financial Regulation, personal
information contained in supporting documents should be deleted when these data are NOT
necessary for budgetary discharge control and audit purposes.

The Commission’s contractors/beneficiaries are under contractual obligation to keep records for a
seven/five year period after the final payment made under the contract. These documents
comprise any documentation concerning income and expenditure and any inventory, necessary
for the checking of supporting documents, including but not limited to timesheets, plane and
transport tickets, pay slips for the remuneration paid to the experts and invoices or receipts for
incidental expenditure.

6. How do we protect and safequard your personal data?

All personal data in electronic format (e-mails, documents, databases, uploaded batches of data,
etc.) are stored either on the servers of the European Commission or of its contractors. All
processing operations are carried out pursuant to the Commission Decision (EU, Euratom)
2017/46 of 10 January 2017 on the security of communication and information systems in the
European Commission.

The Commission’s contractors are bound by a specific contractual clause for any processing
operations of your data on behalf of the Commission. If the processing falls within its scope, the
Commission’s contractors are also bound by the confidentiality obligations deriving from the
General Data Protection Regulation (‘GDPR’) Regulation (EU) 2016/679.

In order to protect your personal data, the Commission has put in place a number of technical and
organisational measures in place. Technical measures include appropriate actions to address
online security, risk of data loss, alteration of data or unauthorised access, taking into
consideration the risk presented by the processing and the nature of the personal data being
processed. Organisational measures include restricting access to the personal data solely to
authorised persons with a legitimate need to know for the purposes of this processing operation.

7. Who has access to your personal data and to whom is it disclosed?
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Access to your personal data is provided to the Commission staff responsible for carrying out this
processing operation and to authorised staff according to the “need to know” principle. Such staff
abide by statutory, and when required, additional confidentiality agreements.

Recipients within the EU organisation:

« Staff and intra muros service providers of operational and financial units of [DG INTPA] [DG
NEAR] [FPI] in both HQ and EUDEL participating in management of selection of experts or
procurement or grant award procedures as defined under point 2 and to the bodies charged with a
monitoring or inspection task in application of Union law (e.g. internal control, internal audit);

* Staff of other Commission’s DGs and EU bodies and agencies (DG BUDG and European
Research Executive Agency) where necessary for the purpose of legal, financial and/or
administrative validation processes;

« Staff of OLAF, IDOC, IAS (Internal Audit Services), the European Court of Auditors, the
European Public Prosecutor’s Office and the Legal Service of the Commission as well as staff of
other DGs (SG, DG BUDG and clearinghouse) upon request, where necessary in the context of
official investigations or for audit purposes;

Recipients outside the EU organisation:

« External experts and contractors participating in the evaluation of application documents (in the
meaning of Article 2(2) of the EU Financial Regulation) when external expertise is required, on
the basis of Articles 150 and 237 of the EU Financial Regulation.

» Members of the public in accordance with the Commission's obligation to publish information
on the outcome of the procurement procedure and on the beneficiaries of funds deriving from the
budget of the European Union (Articles 163, 189 and Article 38 of the EU Financial Regulation,
respectively). The information concerns in particular name and address, the amount awarded and
the name of the project or programme. It will be published in supplement S of the Official
Journal of the European Union and/or on the website of the Commission. Where personal data is
published under Article 38 of the EU Financial Regulation, the information shall be removed two
years after the end of the financial year in which the funds were legally committed. This shall
also apply to personal data referring to legal persons whose official name identifies one or more
natural persons.

 Staff of the contractor or beneficiary who need to have access to the data strictly for
performance, management and monitoring of the contract or grant.

» For DG NEAR please add [Representatives of the member states’ managing authorities and
their bodies bound by the confidentiality obligations deriving from the General Data Protection
Regulation (‘GDPR’) Regulation (EU) 2016/679.]

Transfer of personal data to third countries:

Transfers of personal data outside of the EU or the EEA are likely to occur in the context of
award procedures/contract implementation under direct management, for the Commission to
carry out its tasks and to comply with its obligations under the applicable legislation and the
financing agreements with the partner countries.

Potential transfers of personal data to the partner countries and/or non-EU based

contractors/beneficiaries take place on the basis of derogations set out in Article 50(1)(d) of
Regulation (EU) 2018/1725 for important reasons of public interest.
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Transfers might occur to countries with which the Commission has signed a financing agreement
to describe the implementation of actions on the sovereign territory of the partner country and to
ensure ownership of international cooperation and development aid results.

In particular, the controller might transfer your personal data to the following recipients in a third
country in accordance with Regulation (EU) 2018/1725:

* Non-EU based contractors/beneficiaries in the context of contract implementation.

* Authorities of the partner country acting as the interlocutors of the Commission staff and/or
intra muros service providers in both HQ and EUDEL involved in procurement/grant award
procedures and/or contract implementation.

* Authorities of the partner country (i.e. to representatives of those countries as observers in the
evaluation committees): A representative of the partner country may participate, as appropriate,
either as a voting evaluator or as a non-voting observer pursuant to Article 150(2) of the EU
Financial Regulation.

* Authorities of the partner country, when a representative of those countries does not participate
in the evaluation committee, for the partner country to exercise its rights and obligations under
the financing agreement (Articles 20 and 21 of the financing agreement general conditions). The
Commission, shares the personal data of the successful tender/proposed expert (and in case the
procedure fails, of the second-best tenderer) with the partner country for the latter to exercise its
rights and obligations under the financing agreement. The Commission acting as a facilitator
transmits the data to the partner country allowing it to proceed with the issuing of visas,
application of tax-exemptions and permitting of import of personal and household effects during
the implementation of the contract.

* Authorities of the partner country when the Commission notifies the latter of the replacement of
sub-contractors/key experts proposed by the contractor during contract implementation;

» Assessors in grant evaluations and external experts in tender evaluations (who are not
representatives of the partner countries) participating to committees pursuant to Articles 150(3)
and 237 of the EU Financial Regulation. External experts and assessors are selected using the
procedures for service contracts and are bound by data protection clauses contained in the
contracts. They do not represent the partner country.

All persons involved in an evaluation process including members of the evaluation committee,
whether voting or non — voting and any observers sign a declaration of impartiality and
confidentiality, which contains a clause on data protection.

The partner country is bound by clauses on the protection of personal data and by an obligation
of confidentiality pursuant to Articles 1(7) and 22 of the financing agreement general conditions,
Articles 3(3) and 7 of the simplified financing agreement, and framework agreement (for
beneficiary countries).

When the action is implemented in direct management, the types of data likely to be transferred
include in particular:

o Personal data of members of the staff of the Commission in both HQ and EUDEL and/or
any service provider (including intra muros) of the Commission involved in
procurement/grant award procedures and/or contract implementation, which may include

in particular:
o Name;
o Function;
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o Contact details (e-mail address, business telephone number, mobile telephone
number, fax number, postal address, department and office number, country of
residence);

o Signature.

e Personal data of  tenderers/grant  applicants/contractors/subcontractors/their
staff/proposed experts and contractors, which may include in particular:

o Name;

o Function;

o Contact details;

o Bank account reference (IBAN and BIC codes), VAT number, passport number,
ID number;

o Information for the evaluation of selection criteria: expertise, technical skills
and languages, educational background, professional experience including
details on current and past employment.

When the action is implemented under indirect management by the partner country, the
Commission does not make available personal data, other than personal data of Commission
staff, to the partner countries. Personal data of Commission staff made available to the authorities
of the third country are very limited and strictly necessary for enabling communication (names
and signatures of Authorising Officers, names and contact details of Commission staff and/or any
intra muros service providers acting as contact points of partner country representatives and/or
involved in award procedures/contract implementation).

On the other hand, in indirect management, the partner country contracting authority does make
available personal data it collected to the Commission to allow the Commission to exercise its
supervisory powers.

For DG NEAR: [When the action is implemented under shared management by member states,
the Commission does not make available personal data, other than personal data of Commission
staff, to the authorities of the member states. Personal data of Commission staff made available to
managing authorities and their bodies are very limited and strictly necessary for enabling
communication (names and signatures of Authorising Officers, names and contact details of
Commission staff and/or any intra muros service providers acting as contact points of the
managing authorities’ representatives and/or involved in award procedures/contract
implementation).]

Please note that pursuant to Article 3(13) of Regulation (EU) 2018/1725, public authorities (e.g.
Court of Auditors, EU Court of Justice) which may receive personal data in the framework of a
particular inquiry in accordance with Union or Member State law shall not be regarded as
recipients. The processing of those data by those public authorities shall be in compliance with
the applicable data protection rules according to the purposes of the processing.

The information we collect will not be given to any third party, except to the extent and for the
purpose we may be required to do so by law.

8. What are your rights and how can you exercise them?

You have specific rights as a ‘data subject’ under Chapter III (Articles 14-25) of Regulation (EU)
2018/1725, in particular the right to access, your personal data and to rectify them in case your
personal data are inaccurate or incomplete. Where applicable, you have the right to erase your
personal data, to restrict the processing of your personal data, to object to the processing, and the
right to data portability.

You have the right to object to the processing of your personal data, which is lawfully carried out
pursuant to Article 5(1)(a) on grounds relating to your particular situation.
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You can exercise your rights by contacting the Data Controller, or in case of conflict the Data
Protection Officer. If necessary, you can also address the European Data Protection Supervisor.
Their contact information is given under Heading 9 below.

Where you wish to exercise your rights in the context of one or several specific processing
operations, please provide their description (i.e. their Record reference(s) as specified under
Heading 10 below) in your request.

9. Contact information

- The Data Controller

If you would like to exercise your rights under Regulation (EU) 2018/1725, or if you have
comments, questions or concerns, or if you would like to submit a complaint regarding the
collection and use of your personal data, please feel free to contact the Data Controller, For DG
INTPA: [INTPA-RA@ec.europa.eu] For DG NEAR [NEAR-R4@ec.europa.eu] For FPI [EPI-
DATA-PROTECTION@ec.europa.eu].

- The Data Protection Officer (DPO) of the Commission

You may contact the Data Protection Officer (DATA-PROTECTION-OFFICER@ec.europa.eu)
with regard to issues related to the processing of your personal data under Regulation (EU)
2018/1725.

- The European Data Protection Supervisor (EDPS)

You have the right to have recourse (i.e. you can lodge a complaint) to the European Data
Protection Supervisor_(edps@edps.europa.eu) if you consider that your rights under Regulation
(EU) 2018/1725 have been infringed as a result of the processing of your personal data by the
Data Controller.

10. Where to find more detailed information?

The Commission Data Protection Officer (DPO) publishes the register of all processing
operations on personal data by the Commission, which have been documented and notified to
him. You may access the register via the following link: http://ec.europa.eu/dpo-register.

This specific processing operation has been included in the DPO’s public register with the
following Record reference: For DG INTPA [DPR-EC-01566] For DG NEAR [DPR-EC-01706]

For FP1 [DPR-EC-04370].
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